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SWITCH - The Swiss NREN

• A foundation of the Swiss Confederation and eight cantons

• Serving Swiss Universities
 Network backbone
 CERT Security Team
 Collaboration and E-Learning
 Middleware
 AAI, Grid & PKI

• Domain Name Registration for .ch and .li
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SWITCH Network Fiber Plant by End of 2009

• 2’450 km of fiber

Identity Federation - JRES 2009
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SWITCHaai

Authentication Authorization Infrastructure
AuthN & AuthZ

6
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The Use Case for AAI

• Swiss Virtual Campus
 A national project from 2000-2003, extended 2004-2007

 Principal Aim
«develop teaching modules that will be used through the Internet
 in several regular study programs of the Swiss universities»

 Users from multiple universities needed to be able to
access any of the e-learning platforms

 Authentication across security domains

 All universities were involved
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Timeline of Shibboleth and SWITCHaai

• April 1999
 Ken Klingenstein organizes MACE in Internet2

MACE = Middleware Architecture Committee for Education
• November 1999
 «Inter-campus web authentication and authorization» project proposed to

MACE by Michael Gettes (based on LDAP)
 SWITCH introduces the term AAI

• December 1999
 MACE adopts the name Shibboleth, as proposed by RL "Bob" Morgan

• February 2000
 Draft of «Shibboleth redirection scheme» drawn on a napkin in Tucson,

Arizona
• October 2000
 Architecture sketch drafted by RL "Bob" Morgan
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Timeline of Shibboleth and SWITCHaai (2)

• November 2000
 SWITCH organizes AAI workshop

• October 2001
 Swiss inter-university working group publishes «AAI concept paper»

• April 2002
 First alpha release of Shibboleth

• November 2002
 Shibboleth 0.7 as first official release

• January 2003
 SWITCH selects SAML-based Shibboleth as technology for AAI

• March 2003
 Shibboleth 0.8 released

• June 2003
 Shibboleth 1.0 released

SAML = Security Assertion
Markup Language
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2001 2002 2003 2004 2005 2006 2007

Implemen-
tationPilot Production Study

Architecture
Evaluation

 Shibboleth Shibboleth 2.x

2008

AAI Subsidies
2004 - 2007

2009

AAA/SWITCH
2008 - 2011

Shibboleth 1.3

SWITCHaai Project Timeline
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SWITCHaai Federation in late 2009

# AAI enabled accounts # Resources

# Home Organizations

>95% coverage in
higher education
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AAI User Authentication Requests Jun 08 - Oct 09
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EDUCAUSE 2009 Catalyst Award

• As examples of the
many systems in operation
are specifically named:
 InCommon Federation, US
 Internet2 Middleware Initiative, US
 JISC - The Joint Information Systems Committee, UK
SWITCH, CH

http://www.educause.edu/

EDUCAUSE is a US nonprofit association whose
mission is to advance higher education by
promoting the intelligent use of information technology

http://www.educause.edu/
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Lessons Learned

• In the beginning…
 …pretty clueless about the solution
 Good collaboration with the Swiss higher-education community!
 enabled federal funds for deployment
 broad adoption

• Shibboleth became available just in time
 Choice was risky in January 2003
 Betting on open standards paid out

• Infrastructure requires proper maintenance
 AAI is security relevant
 requires time from well-trained system or web admins
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Lessons Learned (2)

• Not betting on user certificates paid out
 username and password still dominate…
 …obviously no real need for stronger authentication
 Do not over engineer the solution
 limit yourself to what is really required
 still have in mind what could be required later on

to stay flexible for arising needs

• Federated Identity Management is…
 …more complex than local SSO,
 but it can also be used as local WebSSO solution.
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What is missing?

• Go beyond web browser based applications

• Support for individuals collaborating across institutions
 A task for Virtual Organization Platforms
 http://switch.ch/aai/vo-concept

• AAI related software to become part of the OS

• Go beyond national borders
 Inter-federation
 e.g. GEANT3 eduGAIN to start in mid 2010

http://switch.ch/aai/vo-concept
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What’s the Problem?

• The fact
 More and more national Identity Federations based on SAML

• The problem
 How to establish a global ‘Schengen’ for Identity Federations?
 Borders still exist, but they are no longer barriers

 Let’s focus on scalable Metadata Exchange
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Credits for these Ideas

• It’s all work in progress…
 Chad La Joie, SWITCH & Internet2
 Ian A. Young, SDSS (UK)
 Leif Johansson, Stockholm University
 Scott Cantor, The Ohio State University & Internet2
& many more from GÉANT 2 and 3
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Scalable Metadata Exchange

• Federations grow ⇒ metadata files grow
• Inter-Federation ⇒ single metadata file unmanageable

• No sacrifice of direct SAML2 based end-to-end
communication!

• Basic idea
 Each entity needs just the set of metadata of its partners

See also:
• Inter-federation and Metadata Exchange: Concepts and Methods

http://www.iay.org.uk/blog/2009/05/concepts_and_me.html
• Ian Young’s Metadata Aggregation talk at FAM09

http://www.iay.org.uk/blog/2009/11/fam09_metadata.html

http://www.iay.org.uk/blog/2009/05/concepts_and_me.html
http://www.iay.org.uk/blog/2009/11/fam09_metadata.html
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Federation Metadata Today
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Federation Metadata Today (2)
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Beyond Federation Borders

• Technical Trust for Inter-Federation
 Introduce a ‘Metadata Layer’ for

trustworthy access to entity metadata

• Metadata Aggregator…
 aggregates metadata from metadata publishers
 Process to be documented in an Aggregation Practice Statement

 optionally accepts entity registrations
 Process to be documented in a Registration Practice Statement

 publishes metadata for consumers

• Entities…
 register their own metadata with a Metadata Aggregator
 consume their metadata entity collection from a Metadata Aggregator
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A Federation Operator is a Metadata Aggregator

Metadata Aggregation
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• Scalability through a mesh of Metadata Aggregators
• Entities to choose their preferred Metadata Publisher

according to their needs

simple
RESTful
retrieval
protocol
(in draft)

REST = Representational
State Transfer

Metadata Layer
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Functionality of an Aggregator

• Register Metadata
 Register metadata from client entities

• Subscribe Metadata
 Fetch metadata from other aggregators

• Transform metadata
 Filter entities on suitable criteria

• Merge metadata

• Publish metadata
 universally

‘locally’ registered metadata from entities which want to inter-federate
 to client entities and selected aggregators

specific entity-collections - filtered sets of entities
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Conclusions

• Authentication and Authorization on the national level
 A part of today’s NREN middleware infrastructure

• Scalability will decide on future success
 Metadata Aggregators will be part of the solution

• Beyond technical trust
 Behavioural trust needs to be scaled as well
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