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* The Work So far
* Indoor, policy-based plumbing
* |dM in the enterprise
* Inter-realm and inter-institutional
* The Next Several Years
- * Internet identity
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Over the last ten years, we’ve built

* Enterprise identity middleware plumbing

* Directories, Authentication, Single Sign-on,
Group managers, some authorization

‘ * Connected the applications to the plumbing
-Extended the enterprlse to work in a blgger
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Indoor, policy-based plumbing

* Before this, each application had to provide its own identity
management — authentication, groups and privileges, etc

 After this, applications can use an set of pipes and
services that provide basic identity

* Applications can concentrate on what they are special at
- Tyhe plpes have standard interfaces to help the
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Connecting applications to plumbing

* Academic applications
 E-learning, Grids, Access to Digital content
* Administrative applications
* The infrastructure apps
* Legacies and the systems of records
- * The collaboration tools
“+ email, web, calendaring, IM, etc...
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E-learning
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Grids
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The Legacy Administrative Apps
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Federation - Extending beyond the institution

* The need to collaborate drove the R&E community to
create SAML and Shibboleth

* Federations have technical and policy sides
* Aggregate, secure, and distribute members’ metadata
 Coordinate policies, attributes, etc

e howed that privacy, secrecy and security could coexist |
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Early federations without indoor plumbing
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Modern federat
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Looking back, some of the easier pieces...

* The design of the technology — “we saw a different
problem and solved it in the obvious way”

* Getting attention — the need for Internet identity was
growing
—— We are not so much different from the corporate world —
just have amore urgent need to collaborate beyond

)L anizs Ql- )OI (E
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Looking back, some of the hard parts...

* Implementing the technologies

* Policies - Getting the institution to understand
what it does and document it

* The many types of communities we serve
2 N The embedded base of bad solutions
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Middleware Architects
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Looking Forward

* The future of Internet identity and privacy
* Interfederation and confederation
* Collaborations and Virtual Organizations
* Non-web applications
- *The Internet of things |
~eThe ' ‘Ecosystem and the Tao of
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Internet identity futures

* Integration of social networking and federated identity
technologies

* Openld within the Shibboleth platform

* eduPersonOpenld?

* Attribute management within Openlid

ocus on business processes, not on protocols

: .C\
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SVWITCH » aai

About AAI : FAQ : Help : Privacy

This is the Digital ID Card to be sent to 'https://aai-demo.switch.ch':

Digital ID Card |

Surname SWITCHaai
Given name Demouser
Unique ID 234567@example.org
User ID demouser
Home organization example.org
Home organization type other
Affiliation staff
http://example.org/res /99999
Fisicment htt::npuhns:er-::.com/a-joumau

™ Don't show me this page again. I agree that my Digital ID Card (possibly including more data than
shown above) will be sent automatically in the future.

Cancel Confirm
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Interfederation

* Connecting autonomous federations

* Critical for global scaling, accommodating state and
local federations, integration across sectors

* Has technical, financial and policy dimensions \
Ieant technical solutlon being developed in the r
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MDX - metadata exchange protocol

* |nstitutions and organizations will pick a registrar to give
their metadata to

* Institutions and organizations will pick an aggregator (or
several) to get their partners metadata from

* Aggregators exchange metadata with each other and
registrars

sounds like DNS registration and routing, it is, one )
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Confederation

* The union of federations

* Primary use case is Europe

* Ultimately represents an alignment of policies (privacy,
cookies, etc), attributes (semantics), and others more than
a technology

icy space looks very hard
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Collaborations and Virtual Organizations

* |dM is a critical dimension of collaboration, crossing many
applications and user communities

* Virtual organizations represent critical communities of
researchers sharing domain resources and applications as
well as general collaboration tools. Providing a unified
identity management platform for collaboration is essential

N |n a multi-domain, multi-tool world.

5 of aCtIVI'[IES in domest|cat|ng appllcatlonS tO WOI’k na -
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Domestication of applications

* The work of re-factoring applications to use the emergent
identity services infrastructure

* Begins with federated identity and authentication, use of
directories; gains a lot from group management for access
control, etc

_ ~* Needs a fine grain set of authorization tools down the road 4
Domesticated apps can receive IdM attributes via LDAP,

2okt JS
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1™ COmanage

* COmanage can provide authentication and basic authorization
services (group membership, privilege management, etc) to
domesticated apps

* “Domesticated” applications currently include Mediawiki, Confluence,
Jira, Subversion, Sympa, Listserv, Drupal, Nagios, Wordpress, Git.
Plan to add audioconferencing, IM and chat rooms, EC2, Fedora,
web-based file share, etc.

~ * Not “collaboration in a box”. More collaboration in an open-standard,
| ted box The “stand alone" can be readily replumbed to be

.m\ ““““ ~ foadarated ar
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and the Attribute Ecosystem

Collaboration File Email Phone/ Federated Domain Domain
Sharin Calendar List Video Wiki Science Science
Tools/ Resources 9 Manager Conference Instrument Grid

Application
Attributes

manage

Collaboration
Management <
Platform

Authentication

Functions 2

Attribute/Resource Info Data Store
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Google CO to the platform
Groups

1. Create group, assign Admin
to power user

uPortal ) 2. Allocate service resources
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Non web applications

* Many non-web apps want federated identity — wireless
roaming, videoconferencing, soft phones, signed email,
Grids, next-generation Internet, calendaring, etc.

* Adding federated authentication and authorization to them
IS generally engineered on a per case basis.

N The embedded base of devices, systems, etc that are part
~. n-Web appllcatlons space |s huge and dlverse
e -A“

ALl
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Non-web Applications
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The Internet of things

* We have built the Internet of computers and now the
Internet of people and identity; next is things.

* Federation is a powerful model — it provides a degree of
local freedom but a scalable infrastructure; with
interfederation it can reach Internet scale.

N Devices need to have identity, attributes, access control
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Trust, Identity and the Internet

* Acknowledges the assumptions of the original protocols
about the fine nature of our friends on the Internet and the
subsequent realities

* http://www.isoc.org/isoc/mission/initiative/trust.shtmil

* |ISOC initiative to introduce trust and identity-leveraged
~ capabilities to many RFC's and protocols 4
- e Fij get area is DKIM; subsequent targets include SIP

iI'r ' &
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http://www.isoc.org/isoc/mission/initiative/trust.shtml
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The Attribute Ecosystem

* Authentication is very important, but identity is just one of
many attributes

* And attributes provide scalable access control, privacy,
customization, linked identities, federated roles and more

* We now have our first transport mechanisms to move
attributes around — SAML and federations

WI|| be many sources of attributes, many consumers

” ~

INTERNETs

kik@internet2§€du



Attribute use cases are rapidly emerging

Disaster “first responders” attributes and qualifications dynamically
Access-ability use cases

Public input processes — anonymous but qualified respondents
Grid relying parties aggregating VO and campus attributes

~ The “IEEE”" problem
N\ - Th e “over legal age” and the difference in legal ages use cases

Se

| ed attributes — friend, interests, preferences, etc

3
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Key Issues

* Attribute aggregation

* Metadata of attributes, LOA, etc

* Sources of authority and delegation
_*Schema management, mapping, etc
‘ » User interface
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Attribute aggregation

* From where - Gathering attributes from multiple sources
* From IdP or several IdP
* From other sources of authority
* From intermediaries such as portals

* When - static and dynamic acquisition

R Some attributes are volatile (group memberships); others are
ic (Date of Blrth)
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The Tao of Attributes workshop EBHX¥ZiE

* Purpose of workshop was to start to explore the federal
use case requirements for attributes, aggregation, sources
of authority, delegation, query languages, etc.

* Participants were the best and brightest — the folks who
invented LDAP, SAML, Openld, etc.

‘Webcast at http://videocast.nih.gov/PastEvents.asp

,‘l.‘M“:Q Al A.AA '
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Principles of the Tao

* Least privilege/minimal release
* Using data “closest” to source of authority
* Late and dynamic bindings where possible

* Dynamic identity data increases in value the shorter the
W SXposure.

‘much meaning is encoded in the attribute versus
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Future applications
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But without the indoor plumbing...
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